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Abstract: With the development of railway transportation, it has put forward higher requirements for the safety of
freight train. The present ground vehicle safety monitoring system, due to technical limitations, can’t meet the secu-
rity requirement for real time information report of the train. Vehicular sensor can collect real-time vehicle infor-
mation, to guarantee the safety of the train. Vehicle network is the basic of the communications between vehicular
sensors. The basic of the security vehicle network for the railway freight train is authentication. Lightweight authen-
tication protocol for the security vehicle network was proposed. The protocol can authenticate the network nodes
without CA.
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wa d][8 = Z][s =44 X][2=R,][d = B]

[/ 8 SLAPMN [¥J CryptoSPA i

2018089-7



+30. D 28 15455 B 2 A AR

o0 445

IAE BT A R I BEALEL R R, BA R IAUE XU 1)
PHUEF DA EBOMEHE V, = {R,,ID, }
V, ={R,R,,ID, }KAB Vs :{Rz}KAB o WL R Vis
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MEZ G IS EIAIE S Y] Kyg, AR E SLAP
e

7. SLAPMN Wpis, Mg Fl My $H47 0925715
AUX R 4845 50 Y B IE 2 5 ISR A IE 25 4]
Kxy. AP HRE SLAP 24,

h A 3RO B R 5 Oy DUE P ) P RE AR
B K ERBARRH I TCA B4HAERY
SLAP. SLAPTT 1 SLAPMN W4T 2045 B
WL 1 iR, TCA B IRG M AuEEch ot &
NV IAE S, NS EHD RS KL
Pz 1 IH AR 1V IRAS e B S - AE BN
LSRG, TE5E AR TS5 R Ee ~, 8fE
A SRR A .

L, A R B SIS MHAUEIXT, PM
) TCA SIS S, Y A Ml Ty
R0 Ma Rl Mp R 45 (1) 715 4. S i RSA-1024 bit
BAIEH, VO RSA-1024 bit BilF4 43185, E
128 bit 74 INE Iz S D 4 128 bit 7 AR
EH,

1) A5 Ek

SLAP #dlisc ety 5 kB0 3 Ik, EAZH D
BD MR BETE AL A 5 B XA B4 A
TE, s AZ e Ak > L 3 B Oy A
AEf3E 7 SLAPTT A1 SLAPMN WS 4icd A8 e

SrR 8 KR 12 IR, AHEA g M TIMEMME,
W=D ES =TS 5% ; SLAP.
SLAPTT Al SLAPMN K K= [ ARHIZH Sl
Ifd s i, AR CERAT R oy S 2D (10 D 286
WA, s T, IR 3 AN
WHATREGERE =725,

2) THE A

i TCA G4y iAiE Wi A B, SLAP.
SLAPTT #! SLAPMN il fiH 55 3% B A1 A
(1) 1 IRBELIE A 1 IRIIEAE 448 B 11K
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4 HERIE

A T 3 P S ik B : SLAP.
SLAPTT Al SLAPMN. ‘& 1i& AL T 1712 41 4=
TR NG IXRE RS, W ZG IR ] BECE T T
Je W — BES i) oy FRTdE A E —ile . UL T
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SO IERN AT E 055 =J7 W2 5. SLAP.
SLAPTT A1 SLAPMN 4345 FH GHHR b fig 2 508k
AT EHAUE, BT AR, AR B SCE n

B %

#Free variables

A, B : Agent

na, nb : Nonce

SK : Agent ->SecretKey
InverseKeys = (SK, SK)
#Processes

INITIATOR(A,na) knows SK(A)

*z1 SIAE AT EE
TR
Prix B A e I E
A B PM Ma (YD Mg
TCA S AEYML 5 1S+1V 1S+1V 1S+1V 0 0
SLAP 3 1E+1D 1E+1D 0 0 0
SLAPTT 8 0 1E+1D 0 1E+1D 0
SLAPMN 12 0 0 0 1E+1D 1E+1D
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